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CFR(s): 483.10(h)(1)-(3)(i)(ii)
8483.10(h) Privacy and Confidentiality.

The resident has a right to personal privacy and
confidentiality of his or her personal and medical
records.

8483.10(h)(l) Personal privacy includes
accommodations, medical treatment, written and
telephone communications, personal care, visits, and
meetings of family and resident groups, but this
does not require the facility to provide a private

room for each resident.

8483.10(h)(2) The facility must respect the residents
right to personal privacy, including the right to
privacy in his or her oral (that is, spoken), written,
and electronic communications, including the right
to send and promptly receive unopened mail and
other letters, packages and other materials delivered
to the facility for the resident, including those
delivered through a means other than a postal
service.

8483.10(h)(3) The resident has a right to secure and
confidential personal and medical records.

(i) The resident has the right to refuse the release of
personal and medical records except as provided at
§483.70(h)(2) or other applicable federal or state laws.

(i) The facility must allow representatives of the
Office of the State Long-Term Care Ombudsman to
examine a resident's medical, social, and
administrative records in accordance with State law.
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Based on record review, observation, and interview,
the facility failed to ensure privacy when Certified
Nurse’s Aide (CNA) M broadcasted on social media
from her phone while providing care in a resident's
room.

Findings included:

- On 09/09/2026 at 04:30 PM, observation of a
video revealed CNA M broadcasted on TikTok Live
with other people using vulgar language while in an
unknown resident's room. In the video, CNA M can
be seen talking and heard using vulgar language
with another person. The unknown resident can be
heard speaking in the background. CNA M put the
phone down and went to assist the unknown
resident in the bathroom and can be heard talking to
the resident.

On 09/10/2026 at 10:00 AM, observation revealed
CNA M was on the June 2026 facility schedule for
06/02/2026 from 06:00 AM to 02:30 PM when the
TikTok Live occurred.

On 09/10/2026 at 10:30 AM, Administrative Nurse E
stated she was the risk manager, and she had never
heard of any staff being on TikTok Live while
providing care. Administrative Nurse E was shown
the video and stated she knew CNA M and verified
the CNA worked at the facility. Administrative Nurse
E stated the language and social media use were
completely against everything the facility stood for
and should not be tolerated.

On 09/10/2026 at 11:30 AM, Administrative Nurse D
watched the video of CNA M on TikTok Live.
Administrative Nurse D stated she was shocked to
see CNA M on the TikTok Live video. Administrative
Nurse D verified CNA M was employed at the facility
and worked in two of the three houses at the facility.
Administrative Nurse D stated she did not recognize
the resident's room or voice. Administrative Nurse D
stated it had been reported to her by other staff that
CNA M was on her phone while at work doing
TikTok Lives, but she thought it was when CNA M
was by herself and not around residents.
Administrative Nurse D stated she had given CNA M
a written and final corrective action plan the
previous week for personal cell phone use and
social media use to stop while on duty.
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On 09/10/2026 at 11:45 AM, Administrative Staff A
watched the video of CNA M on TikTok Live and
expressed shock. Administrative Staff A stated she
had been unaware CNA M was doing TikTok Live on
social media while at work. Administrative Staff A
stated CNA M’s actions were unacceptable.
Administrative Staff A stated CNA M would be
terminated immediately

On 09/10/2026 at 01:00 PM, Administrative Staff A
stated CNA M had been terminated, and the facility
was working on the plan of correction and educating
staff regarding personal cell phone use and social
media.

The undated “Cell Phone Policy” documented
employees are expected to use their personal cell
phones for calls, texting, web browsing, etc., only
before or after work or during designated break
times. Employees must comply with the provisions
of HIPAA and may not use their devices to take
pictures of residents. Photos, video, or audio
recordings involving residents are prohibited.
Employees are not authorized to use camera or
video equipment unless expressly authorized by a
member of executive management. Failure to comply
with this policy will result in disciplinary action up to
and including termination.
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